
Who i s  He imda l  Secur i ty?  Deve loper  of

Proact ive  Cyber  Secur i ty  Sof tware
protects  you  and your  data  f rom cyber  a t tacks  that  an  ant iv i rus  can ' t  b lock

Worked with the FBI to track and bring down the original Cryptolocker domains
Originated from two-time winners of the Defcon CTF World Championships

Multiple layers of protection to defend both corporate networks and endpoints
Scalable solutions from one endpoint through to corporate environments
Multiple products run through one endpoint client giving exceptional
management capabilities through a single admin portal
A recommended add-on by Microsoft

Heimdal Security has a fully integrated network & endpoint protection suite with
ground-breaking live threat intelligence, appraised by the FBI, and with products
recommended by the RBS Banking Group.

The only vendor in the market to have an offering to combine: next-generation
anti-virus, traffic filtering down to DNS level on the endpoint, and silent,
automated third-party patch management, using AI.
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Exclusive Value-Added
Distributor.
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Heimdal Security Enterprise

P A C K A G E S  D E T A I L S

Application Control

Threat Prevention (DNS Filtering), Dark Layer Guard

& Vector-N Detection

NGAV, Firewall & MDM

Ransomware Encryption Protection

Sandboxing based Patch & Asset Management

Privileged Access Management

MODULES ULTRA

A comparison chart to describe different

packages of Heimdal Security Enterprise 

PREMIUM PREMIUM+
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Heimda l™  U l t ra
Heimda l™  modu les  in  th i s  package are  as  fo l l ows

Allow or Block execution of apps based on File Path, MD5, Publisher,
Certificate, or Software Name criteria & Wild Path.
Default approval for system applications
Ability to use historical executions history for future Allow or Block decisions
Ability to see what users have executed with a full audit trail
Comprehensive filtering functionality with 90-day retention of all logs

The Dark Layer Guard ™ is a unique 2-way traffic filtering engine that supports
fully customizable white/black listing.
With it, your organization can block network communication to mitigate Zero
Hour exploits, Ransomware C&C’s, next-gen attacks and data leakages.
Using our ground-breaking Threat To Process Correlation technology, we can
identify attacking processes and provide HIPS capabilities for endpoints. 
By tracking device-to-infrastructure communication, VectorN Detection™ will
detect 2nd generation malware strains that no other product can see,
effectively delivering a HIDS/HIPS at the machine traffic layer.
Using machine learning to establish compromise patterns and offering
indicators of compromise/ attack (IOA/IOC), this is a unique add-on that will
boost any other type of endpoint security

1- Application Control

2- Threat Prevention ( DNS Filtering): 
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Heimda l™  U l t ra
Heimda l™  modu les  in  th i s  package are  as  fo l l ows

Low impact local file/signature scanning
 Active registry change scanning
 Real-time cloud scanning with detection through machine learning 
 Sandbox and backdoor inspection capability

3- Heimdal Security Next-Generation Endpoint Antivirus
Provides Impeccable detection and market leading mitigation.
 Has 4 layers of Detection :

Mobile Device Management (MDM) is included free of charge and offers the                         
ability to remotely track and manage devices: 
  • Can remote locate devices
  • Can remote wipe devices
  • Can remote lock devices
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Heimda l™  U l t ra
Heimda l™  modu les  in  th i s  package are  as  fo l l ows

Brute Force Ransomware prevention & automatically blocks the RDP Port to
stop the attack
device Isolation in case of suspicious activity.

Firewall:
Using connection and login activity scanning our firewall offers all the traditional
firewall features, such as port and application management, as well as unique
features such as 

4- Ransomware Encryption Protection
is a revolutionary 100% signature-free solution that protects your devices against
malicious encryption attempts initiated during ransomware attacks. Ransomware
Encryption Protection extends the functionality of the traditional antivirus,
becoming a solution capable of preventing and protecting your endpoints against
any type of ransomware attack. 
Take full control of every process running on your endpoint – encryption
protection is the only security solution on the market that can map out a
previously unknown malicious activity and prevent it from encrypting your
sensitive files.
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Heimda l™  Premium
Heimda l™  modu les  in  th i s  package are  as  fo l l ows

Pre-emptive vulnerability management for both Windows and third-party
applications by providing you Sand Boxed, patches and options to select critical
and security patches only for Microsoft and update; the third-party to latest or
any version of your choice
Patching of third-party applications on the fly, anywhere in the world and
according to any schedule, silently and automatically
The ability to view and manage software inventories
Full visibility and management via one centralized admin console, including
being provided with all the tools needed for your patching/vulnerability
management compliance requirements

All included in Heimdal Security Ultra and...

5- Sandboxing based Patch & Asset Management

Exclusive Value-Added
Distributor.
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Heimda l™  Premium P lus
Heimda l™  modu les  in  th i s  package are  as  fo l l ows

Allow or block requests for escalations with one click (mobile approval
supported) with full control of the escalation process (auto-approval flow can
be defined)
Only fully automated de-escalation upon identification of a threat solution
Easy to control and define rules on a per administrator basis
Individual rights can be defined per Active Directory group

Option to remove existing Admin rights (NIST AC- 1,6 compliance)

All included in Heimdal Security Premium and...

6- Privileged Access Management

       (NIST AC-5 compliance)

Exclusive Value-Added
Distributor.
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Best Anti Malware Solution Of The Year

Anti Ransomware/ Anti DDos Solution of the Year

Anti Advanced Persistent Threat Solution of the Year

Heimdal™ Threat Prevention: 
The Best Cloud-Delivered Security Solution of the Year
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