
Heimda l  Ema i l  Secur i ty
 Great  and Easy to  Use Emai l  Secur i ty .
Stop  ema i l  ma lware ,  ma l ic ious  URLs ,  ph i sh ing  and ransomware .
He imda l™  Ema i l  Secur i ty  w i l l  keep  your  inboxes  c lean  and lean .

A highly efficient all-in-one email security 
Spam filter solution 
 Detects email-delivered malware, 
Strong Spam filtering
Filters malicious URLs 
 Filters phishing attempts
 Simple integration
Simple setup utilizing MX Records Highly accurate spam filtering
Botnet and advanced malware protection DKIM/SPF & DMARC sender check
Comprehensive threat alerts with the ability to customize 
Both deep attachment scanning and deep content scanning Forensic level data logging
of emails
Optional Microsoft 365, G-Suit integration 
90 days email relay included as standard Full audit log
ISO27001 and SOC2 Certified Hosting

Over 55% of all incoming emails are spam, seeping your attention away from the
legitimate ones. But beyond the wasted time, spam emails are also dangerous.
   Features:

Exclusive Value-Added
Distributor.
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Empowers Any Security Software
Heimdal™ Email Security is an out-and-out electronic mail protection solution that
brings together the best of both worlds: Microsoft 365 and Heimdal™’s proprietary ATP
engine that covers all email detection gaps to completely secure your infrastructure
against email-delivered threats. 
Logs all Emails Sent to your Domain, don’t miss any business mail just due to virus in an
attachmentInbound Anti-Spoofing
Stops Botnet in your emails
Block Viruses to Quarantine in Cloud
Inform about Encrypted Attachments delivered to your Mailbox
Sandbox the Advanced Persistent Threats (ATP) and deliver to Quarantine in Cloud 
Monitor all outbound Emails
Attachment Filter for Dangerous, Executables & Password protected files
Outbound Limit per user per domain per minute
Outbound Limit per User per Domain per day
Outbound SMTP Authentication Users for Printer or Copy Machine to send Report by
Email
Individual User-based Quarantine Report By Email ( Preview or Release from Email)
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Heimda l  Ema i l  Secur i ty  Advanced
Stop  ema i l  ma lware ,  ma l ic ious  URLs ,  ph i sh ing,  and  ransomware .

Why you should care?

of all cyber-attacks on companies begin with a spearphishing email. 
Source: TrendMicro

of all data breaches phishing attacks lie behind 90% of all data breaches.
Source: Retruster 

of all businesses have reported being a victim of a successful phishing attack in the
last year.
Source: Retruster

Exclusive Value-Added
Distributor.
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Ensure digital safety starting with the
first entry-point into your infrastructure: emails.

MX Record based setup 

Benefits

Anti-Spam 

Botnet protection

Highly accurate spamfilter

DKIM/SPF & DMARC sender check

Advanced malware filtering

Protection against ransomware

Phishing protection

Threat tracing

Full audit log

Web-based administration

Office 365 integration

Personal quarantine email

ISO27001 Certified Hosting

SOC2 Certfied Hosting

ISAE 3000 Certified Email Service

90 Days email relay included

Deep attachment scanner

Real-Time formatting check of attachments

Deep content inspection

Protection against advanced email threats

Full forensic data logging of the email

Customizable threat alerts

Fast detection of fraud attempts

Fast detection of spoofed emails

Fast detection of CEO fraud

Fast detection of imposter threat

Fast detection of man-in-the-email attacks

Saved time from manual background checks

STANDARD

Heimdal™

Email Security

ADVANCED

Heimdal™

Email Security

ADVANCED

Heimdal™ Email

Fraud Prevention

Professional 24/7 support

Detection of modified invoices

Manually Checking
and

Sorting Emails

Regular
Spam Filters

Raise employee awareness on spam and malware-laced emails, but don’t rely on it. All it takes is one distracted moment for criminals to have their way.

Heimdal™ Email Security will keep guard, so you don’t have to.

Go to Product Page

https://heimdalsecurity.com/enterprise-security/products/email-security

