
Heimda l™  Next-gen  Ant iv i rus  Endpo in t
Unpara l le led  Protect ion  aga ins t  a l l  types  of  on l ine  threats

Impeccable malware detection rates
Local and cloud scanning with behavioral detection
Easy installation and lightweight on computer resources

Antivirus remains an integral part of protecting any network.
In an ever-changing threat landscape, impeccable detection and powerful mitigation
is a fundamental security layer. Heimdal’s Next-Generation Endpoint Antivirus
combines the techniques known by both traditional and next-gen Antivirus to
detect and remediate viruses, APTs, financial fraud, ransomware, and data leaks.

Heimdal’s Next-Generation Endpoint Antivirus Provides

Heimdal’s Next-Generation Endpoint Antivirus leads the field in malware testing on
its own. When supplied with Heimdal’s Threat Prevention, thus gaining Heimdal’s
live intelligence feed, it gains the ability to mitigate otherwise hidden threats and
provides essential EDR (Endpoint Detection and Response).

Heimdal Ransomware Encryption Protection protects the endpoint with Signature
less EDR based technology. You can still whitelist all your old software which has
been repaired by any previous AV, but the file does not meet the criteria published
by the Developing Vendor.

Zero - Trust Execution Protection: Ensuring protection against Zero - hour threats
compromising your network environment.
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4 Layers of Scanning:

Exclusive Value-Added
Distributor.
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1- Local Signature-based Scanning
Heimdal™ Next-Gen Antivirus Home uses signature code
scanning for all your local files to detect and stop
potential viruses, APTs, exploits, data leakage,
ransomware, and other advanced online threats. This first
layer of protection is essential for enjoying online
security.

2- Real-Time Cloud Scanning
All files unknown to the local database are sent to our secure
cloud system for real-time scanning. Using advanced Machine
Learning, potential threats are detected and stopped from
infecting your computer.
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Features:

Exclusive Value-Added
Distributor.
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3- Sandbox and Backdoor Inspection
Suspicious files and other potential threats are isolated in our
sandboxing system, where we check to see if they act as
malware. We also check to see if the suspicious file tries to access
servers using a backdoor method, in order to stop any malicious
communication.

4- Heuristic and Behavior-based Scanning
When files start running, Heimdal™ Next-Gen Antivirus Home
continues to monitor all processes on your computer using
Heuristic, Behavior-based analysis. This way, it searches for
suspicious behavior to detect code changes at all levels, stopping
attacks from modifying your data.
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Heimdal Firewall Endpoint Features:

Exclusive Value-Added
Distributor.
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Block RDP port on Brute force Detection
Even if the Hackers detect your Anonymous Port forwarded to
RDP port. It will still block the RDP port if it detects the Brute
force attack. It helps you identify who is trying to do the attack by
showing you the IP address and number of times it does the
attack.

Allow ICMP Echo Requests
You can define ICMP Block or allow in network, specifically if it is
in cloud then blocking secures the published servers as
undiscoverable. Isolation on tamper Detection and application of
individual rules in this case.

 Remote device control with (Mobile Device Management)
Next-Gen Antivirus comes with powerful Mobile Device
Management (MDM) features that empower you to supervise
your mobile device fleet from anywhere in the world and from
any Windows-compatible machine. Remote-wipe or lock all
stolen devices and accurately pinpoint the location of your
misplaced smartphones. No more misplaced assets.
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